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“If you weren’t 
before, now is the 
time to be extra 
vigilant.” 

Tony S, 
Aug. 20, 2024



  

It is the intent of A-BnC Parties and More, Inc. (Publisher/Presenter) 
to inform readers about various topics of interest to adults. 

However, the Publisher/Presenter makes no representations or 
warranties of any kind, express or implied, about the completeness, 
accuracy, reliability, suitability or availability with respect to this 
document or the information, products, services or related graphics 
contained in this document for any purpose. 

Readers are encouraged to independently verify any information 
provided before relying on it.   

In no event will the Publisher/Presenter be liable for any loss or 
damage including without limitation, indirect or consequential loss or 
damage, or any loss or damage whatsoever arising from loss of data 
or profits arising out of, or in connection with, the use of this 
information. 

Notice



  

The information contained herein is a guideline, it is not all-inclusive.

You should continue to educate yourself, and if need be consult with 
professionals (i.e. financial advisors, elder law attorneys, estate 
planning professionals, etc.) for additional guidance on protecting 
yourself from potential fraud and abuse.

Many of the sites and organizations mentioned herein may attempt to 
sell you services or products.

 Some will inundate you with follow up emails as well.

 We can not recommend or vouch for any of the products or 
services.

 Please note that we do not make any commissions if you do 
make a purchase.

Notice cont.



  

Tips and Suggestions

Some additional precautions and safeguards you should 
consider are included, plus additional information.

Once again, this is not an all-inclusive list.

Continue to educate yourself.

Seek professional help.

Check back with us for updates or attend on of our classes 
or sessions. 

A separate PDF with many Privacy and Security Tips is 
available on request.
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Data Breaches

A data breach is when unauthorized individuals gain access to sensitive 
personal information, such as your name, address, Social Security number 
or financial details from companies or organizations that store this data. 

Recent data breaches at major corporations, healthcare agencies, etc., 
pose a significant security risks to billions of individuals, especially older 
adults.

The consequences of these data breaches can include identity theft, 
scams, fraud, financial hardship as well as emotional distress.

Seniors are prime targets following these data breaches.

Therefore, it's crucial to IMMEDIATELY, and seriously, take security steps 
to protect your personal information, even if the steps seem inconvenient. 



  

https://appleinsider.com/articles/24/08/20/a-massive-data-le
ak-that-probably-exposed-all-of-your-personal-info-is-hugel
y-worse-than-thought

https://appleinsider.com/articles/24/08/20/a-massive-data-leak-that-probably-exposed-all-of-your-personal-info-is-hugely-worse-than-thought
https://appleinsider.com/articles/24/08/20/a-massive-data-leak-that-probably-exposed-all-of-your-personal-info-is-hugely-worse-than-thought
https://appleinsider.com/articles/24/08/20/a-massive-data-leak-that-probably-exposed-all-of-your-personal-info-is-hugely-worse-than-thought


  

National Public Data (NPD) Breach 

One of the most significant data breaches in recent history, 
with far-reaching implications for most Americans. 

Hackers stole nearly three billion records and they are now 
posted on the dark web. 

This exposed sensitive personal information of hundreds of 
millions of American citizens, includes:

 Full names
 Dates of birth
 Addresses
 Cell phone numbers
 Social Security numbers (SSNs)



  

Particularly Significant

1. The breach likely contains the Social Security number of 
almost every American citizen, young and old.

2. The records are openly available on the dark web, 
increasing the risk of widespread misuse.

3. The combination of personal information exposed makes it 
easier for criminals to commit various forms of identity theft, 
potentially affecting millions of Americans.

4. The effects of this breach could be felt for years to come 
since SSNs are difficult to change and are used for numerous 
important transactions.

5. This may lead to increased fraudulent activities.



  

Commit Financial Fraud, Open Bank Accounts Or Drain Your Bank 
Accounts, Open Credit Card Accounts, Shop Online 

Create Fake Ids Or Passports, Apply For Drivers License, Utility Or 
Phone Service 

Apply For Government Benefits, File Fraudulent Income Tax 
Returns, Claim Refunds

But A Car, A Home Or Rent An Apartment, Take Out A Loan Or A 
Mortgage

Create Fake Social Media Accounts

Commit A Crime, Harass Or Stalk Someone

With YOUR Name and Personal Information
 An Identity Thief Could... 



  

Regardless of whether your data has been leaked or not you can 
significantly reduce your risk of falling victim to identity theft or fraud as 
a result of this or any other data breach by taking precautions. 

No single tool can guarantee your complete anonymity. 

It's important to use a combination of privacy-enhancing tools and 
practices, depending on your specific needs and potential threat.

The more obstacles you put between you and a hacker, scammer or 
con-artist, the more likely they will seek a ‘softer,’ easier target.

You must also stay alert, as the effects of such a massive breach may 
be felt for years to come.



  

Sites To Check Your Status

At least two websites have been established to 
help determine if your Social Security Number 
and other data were compromised in the breach.

NPDBbreach.com

NPD.Pentester.com

Be sure to check
 All variations of your name

  I.E. Mike and Michael, etc.
 Maiden names
 Each state you’ve lived in



  https://www.npdbreach.com/

https://www.npdbreach.com/


  

Scroll Down, Enter Data,

Follow Instructions, Review Results



  

https://npd.pentester.com/

Enter Data, Follow

Instructions, Review Results

https://npd.pentester.com/


  

Sign Up For Alerts When Prompted



  

Credit Freeze

A credit freeze prevents new accounts from being opened in your 
name without your authorization, even if a criminal has your 
personal information. 

Credit freezes are free and can be lifted temporarily when you 
need to apply for credit. (Check with a potential lender as to 
which credit agency they use so you only unfreeze that one.)

Note: “While credit freezes don't prevent all identity theft, they 
provide essential protection in a vulnerable data landscape.”

Freeze your credit files on the top three nationwide credit 
agencies Equifax, Experian and TransUnion. 

Note: Reference to additional agencies where you can freeze 
credit are also included herein.



  

Steps to Take at

Equifax, Experian and TransUnion

1.  Set up an account

2.  Freeze your account

3.  Request a free credit report

4.  Review and submit a dispute if you find any incorrect 
information

5.  Set up a fraud alert (optional)

6.  Regularly check your credit reports for any suspicious 
or unauthorized activity



  

https://www.equifax.com/personal/credit-report-services/

Equifax

Set Up Account ONLY

https://www.equifax.com/personal/credit-report-services/


  

Four Step Process to Set Up Account:  

1) register, 2) create account, 3) verify via cellphone and 4) 
confirmation

Requires Full SSN 



  

You only set up an account at this stage

You MUST place a freeze 

It is not automatic



  



  

https://www.experian.com/freeze/center.html

Experian

Set Up Account ONLY

https://www.experian.com/freeze/center.html


  

Three Step Process to Set Up Account: 

1) Your information, 2) set up account and 3) verify via 
cellphone

Requires Full SSN 



  

You only set up an account at this stage

You MUST place a freeze 

It is not automatic



  

https://www.transunion.com/credit-freeze

TransUnion

Set Up Account ONLY

https://www.transunion.com/credit-freeze


  

Three Step Process:  

1) Your information, 2) create account and 3) verify via 
cellphone

Only requires last four digits of SSN



  

You only set up an account at this stage

You MUST place a freeze 

It is not automatic



  



  

You should get confirmation 
emails from all three 

agencies.



  https://www.chexsystems.com/security-freeze/place-freeze

ChexSystems (from Steve H)

Additional Credit Agency You Might Consider

https://www.chexsystems.com/security-freeze/place-freeze


  

ChexSystems is a specialty consumer reporting agency 
that focuses on checking and savings account 
information.

It collects data on closed accounts, bounced checks, 
overdrawn accounts, and check ordering/cashing history.

Banks and credit unions use ChexSystems reports when 
reviewing applications for new accounts.

“A security freeze is designed to prevent approval of 
checking, savings, credit accounts, loans, or other 
services from being approved in your name without your 
consent.”



  

https://www.forbes.com/advisor/banking/chexsystems-ever
ything-you-need-to-know/

From Dave T:

https://www.forbes.com/advisor/banking/chexsystems-everything-you-need-to-know/
https://www.forbes.com/advisor/banking/chexsystems-everything-you-need-to-know/


  https://www.ars-consumeroffice.com/

Advanced Resolution Services (from Ely)

Additional Credit Agency You Might Consider

https://www.ars-consumeroffice.com/


  

ARS collects information specifically about consumers' 
approved and declined bankcard applications. 

It's a subsidiary of VISA Inc., which suggests it may have a 
more focused scope than the major credit bureaus.

It supplements the other freezes by covering a specific area 
of credit reporting related to bankcard applications.



  

Get Your Free Credit Reports

The Federal Trade Commission (FTC) allows free credit 
reports from the three nationwide credit bureaus (Equifax, 
Experian and TransUnion) annually. These can can detect 
and dispute inaccuracies early.

Read information about other ways to get free reports on the 
following page (FTC site). 

 



  https://consumer.ftc.gov/articles/free-credit-reports

https://consumer.ftc.gov/articles/free-credit-reports


  



  

You can check your credit report from each of the three 
agencies once a week at AnnualCreditReport (information  
follows on next page). 

Note: We do not recommend using AnnualCreditReport! The 
information they request is quit lengthy. If you have already 
set up accounts at the three agencies, it’s our opinion that 
you might be better served requesting reports individually. 

This way you can also review and enter disputes if you 
find erroneous information.

Regardless of the method you select:
 Print and Retain the Reports for Your Records
 Check for Accuracy
 File a Dispute if You Find Inaccurate Information 



  

https://www.annualcreditreport.com/index.action

AnnualCreditReport

Check your credit report from each once a week for free.

https://www.annualcreditreport.com/index.action


  

Fraud Alerts (Optional)

Notices on credit reports that indicate potential fraud and 
help prevent unauthorized access to credit.

They are free and do not affect your credit rating.

You must only contact one of the three agencies since they 
are required to notify the other two.

There are different types of fraud alerts - 

 initial fraud alerts (lasts one year)

 extended fraud alerts for (must prove) victims of identity 
theft and active duty (lasts seven years)

 alerts for military personnel (lasts one year)

Creditors must take extra steps to verify your identity 
before granting credit in your name.



  

https://www.equifax.com/personal/education/identity-th
eft/articles/-/learn/7-things-to-know-about-fraud-alerts/

https://www.equifax.com/personal/education/identity-theft/articles/-/learn/7-things-to-know-about-fraud-alerts/
https://www.equifax.com/personal/education/identity-theft/articles/-/learn/7-things-to-know-about-fraud-alerts/


  

You’re Not Quite Finished

A.  Monitor your Social Security account  
      information

B.  Lock Your Social Security Number

C.  Protect Against Tax Filing Fraud With The    
      IRS - Get A Six-Digit PIN



  https://www.ssa.gov/

A.  Monitor Your Social Security Account

https://www.ssa.gov/


  

Sign in with Your Login.gov ID

Or Create A New Account At Login.gov



  https://secure.login.gov/

Create A New Account At Login.gov

https://secure.login.gov/


  https://www.ssa.gov/

Then Sign In To

Social Security Administration

https://www.ssa.gov/


  

Next

Check your Benefits and payment details, Medicare Enrollment Details, 
Representative Payee* (if applicable) and Full Earnings Record.

* A representative payee is responsible for ensuring that payments are 
used for the beneficiary's food, shelter, medical, and personal needs.



  

Why Lock Your Social Security Number?

1. By locking your SSN, you can help prevent identity theft by 
preventing unauthorized individuals from using it to open new 
accounts, apply for credit or commit fraud in your name.

2. Locking your SSN will protect your employment history and 
tax records and ensures that it cannot be used by others to 
gain employment.

3. Knowing that your SSN is locked can give you peace of 
mind, reducing the risk of identity theft and the stress 
associated with it.

4. Locking your SSN gives you more control over who can use 
your personal information, adding an extra layer of security to 
your identity.



  

https://www.equifax.com/personal/education/identity-theft/a
rticles/-/learn/how-to-lock-social-security-number/

B.  Lock Your Social Security Number

https://www.equifax.com/personal/education/identity-theft/articles/-/learn/how-to-lock-social-security-number/
https://www.equifax.com/personal/education/identity-theft/articles/-/learn/how-to-lock-social-security-number/


  

To lock your Social Security Number (SSN) through the 
Department of Homeland Security, you can use the Self 
Lock feature in the E-Verify system. Here’s how you can do it:

 Visit the USCIS (U.S. Citizenship and Immigration Services) 
website and sign up for an account.

 Complete the identity verification process. (Needs a cellphone 
camera or webcam and valid ID.)

 Access Self Lock

 Log in to your myE-Verify account.

 Navigate to the Self Lock section.

 Set Up Security Questions: Select and answer three 
challenge questions. These will be used to verify your identity 
if needed.

 Lock Your SSN:

 Confirm that you want to lock your SSN. This will prevent 
anyone else from using it in E-Verify to confirm employment 
eligibility.



  

https://www.e-verify.gov/employees/e-verify-overview

Overview

https://www.e-verify.gov/employees/e-verify-overview


  https://myaccount.uscis.gov/create-account

Individuals Must First Set Up Account At USCIS

https://myaccount.uscis.gov/create-account


  



  

Back to and Create a myE-verify Account
Four-Step Process:  1) Agree to Policy, 2) Personal Information, 3) 
Review and 4) Verify Identity (somewhat lengthy and complicated)



  



  

https://www.irs.gov/identity-theft-fraud-scams/get-an-identit
y-protection-pin

C.  Protect Against Tax Filing Fraud With The IRS -

Get A Six-Digit PIN

https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin
https://www.irs.gov/identity-theft-fraud-scams/get-an-identity-protection-pin


  

An Identity Protection PIN (IP PIN) is a six-digit number 
that prevents someone else from filing a tax return using 
your Social Security Number or Individual Taxpayer 
Identification Number.

The IP PIN is known only to you and the IRS. It helps us 
verify your identity when you file your electronic or paper 
tax return. Even though you may not have a filing 
requirement, an IP PIN still protects your account.

New IP PINs are generated each year and can be retrieved 
or viewed by logging back into your online account starting 
in early January.

Do not reveal your IP PIN to anyone other than your tax 
preparer.



  

https://www.irs.gov/identity-theft-fraud-scams/frequently-as
ked-questions-about-the-identity-protection-personal-identif
ication-number-ip-pin

https://www.irs.gov/identity-theft-fraud-scams/frequently-asked-questions-about-the-identity-protection-personal-identification-number-ip-pin
https://www.irs.gov/identity-theft-fraud-scams/frequently-asked-questions-about-the-identity-protection-personal-identification-number-ip-pin
https://www.irs.gov/identity-theft-fraud-scams/frequently-asked-questions-about-the-identity-protection-personal-identification-number-ip-pin


  

Sign In With Your ID.me Account or

Instructions For Creating Account Follow



  

https://help.id.me/hc/en-us/articles/360017833054-Primary-
and-secondary-identification-documents

https://help.id.me/hc/en-us/articles/360017833054-Primary-and-secondary-identification-documents
https://help.id.me/hc/en-us/articles/360017833054-Primary-and-secondary-identification-documents


  

https://help.id.me/hc/en-us/articles/9198013708439-Verifyi
ng-with-Self-Service

https://help.id.me/hc/en-us/articles/9198013708439-Verifying-with-Self-Service
https://help.id.me/hc/en-us/articles/9198013708439-Verifying-with-Self-Service


  



  

Follow Setup Instructions Then

Note:  I found Self-
Service challenging 
and finally was 
successful using 
Video Call.



  

Back To The IRS.gov Site



  

Follow Instructions and

Confirm Enrolling In IP Pin Program



  

Print and Save Document With IP PIN



  

Your ID PIN must be included in your IRS tax 
return to prevent someone else from filing a false 
return in your name.

Valid for one year filling (2024), or for filling 2022 
and 2023

New ID PIN issued starting in January, 2025.



  

Identity Theft

And Reporting It

If You Are A Victim



  

Identity Theft -

Reporting It

If You Are A Victim

“Identity theft is when someone uses your personal 
information without your permission. 

“They may open a credit card account, get a loan, or 
rent apartments in your name using your personal 
information. 

“They also might access your bank or retirement 
accounts. 

“You may not know that identity theft has happened 
until you see your credit report, are notified when trying 
to apply for credit, or get called by a debt collector.” 



  

https://www.irs.gov/identity-theft-central

Identity Theft Central - IRS

https://www.irs.gov/identity-theft-central


  

https://www.annualcreditreport.com/protectYourIdentity.acti
on

Identity Theft Basics

https://www.annualcreditreport.com/protectYourIdentity.action
https://www.annualcreditreport.com/protectYourIdentity.action


  
https://www.identitytheft.gov/

Report A Identity Theft or a Fraud

to the Federal Trade Commission

https://www.identitytheft.gov/


  

Complete the online FTC identity theft affidavit 
or call 1-877-438-4338.

Provide details about the theft and your 
personal information.

Receive a personalized recovery plan and an 
official Identity Theft Report.

Keep a copy of your completed affidavit for 
your records.

Contact companies where fraud occurred.

Report to law enforcement agencies.



  
https://www.identitytheft.gov/Steps

Several Checklists of 

More Things to Do

https://www.identitytheft.gov/Steps


  

Reporting to Local Law Enforcement

1. Gather necessary documents:

   - Copy of your official FTC Identity Theft Report

   - Government-issued photo ID

   - Proof of address (e.g., utility bill)

   - Evidence of the identity theft

2. Contact your local police department to file a 
report.

3. Provide the officer with as much information as 
possible about your situation.

4. Obtain a copy of the police report for your records.



  

Additional Steps

1.  Place a fraud alert on your credit report at one of the 
three nationwide agencies.

2.  Order and review your credit reports for any 
suspicious activity.

3.  Continue to monitor your credit reports and financial 
statements for any unusual activity.

4. Contact the IRS to prevent others from using your 
Social Security number to file a tax return to steal your 
refund. Or call 1-800-908-4490. 



  

Child Identity Theft

Why It Matters

Steps To Help Prevent



  

Social Security Numbers for (Grand)Children

SSNs are needed for parents to claim a child as a 
dependent on their income tax return. 

Also to 

 open a bank account

 buy savings bonds

 get medical coverage

 apply for government services

https://blog.ssa.gov/how-to-get-your-new-babys-
social-security-number/

https://blog.ssa.gov/how-to-get-your-new-babys-social-security-number/
https://blog.ssa.gov/how-to-get-your-new-babys-social-security-number/


  

Child Identity Theft

1. Children are attractive targets for identity thieves 
because their Social Security numbers are usually "clean" 
and don't show up in fraud databases.

2. The crime often goes undetected for years, allowing 
thieves to use the stolen identities and damage credit 
histories.

3. A child may face significant obstacles later in life due to 
negative credit histories, including difficulty obtaining credit 
cards or loans, getting a job, renting apartments, buying a 
home, etc.

4. The long-term consequences can be devastating.



  

Help safeguard a child's financial future and prevent 
the potentially severe repercussions of child identity 
theft.

1. A parent or legal guardian can place a credit freeze 
on the child's credit file.

2. Monitor for signs of potential identity theft, such as 
bills or credit card offers in the child's name.

3. Avoid sharing the child's personal information, 
especially their Social Security number.

4. Educate a child about the importance of protecting 
their personal information in person and online.



  

https://www.malwarebytes.com/blog/personal/2024/08/
my-child-had-her-data-stolen-heres-how-to-protect-you
r-kids-from-identity-theft

https://www.malwarebytes.com/blog/personal/2024/08/my-child-had-her-data-stolen-heres-how-to-protect-your-kids-from-identity-theft
https://www.malwarebytes.com/blog/personal/2024/08/my-child-had-her-data-stolen-heres-how-to-protect-your-kids-from-identity-theft
https://www.malwarebytes.com/blog/personal/2024/08/my-child-had-her-data-stolen-heres-how-to-protect-your-kids-from-identity-theft


  

Additional

Resources



  

https://www.experian.com/blogs/ask-experian/data-breach-fi
ve-things-to-do-after-your-information-has-been-stolen/

Experian Blog Article

https://www.experian.com/blogs/ask-experian/data-breach-five-things-to-do-after-your-information-has-been-stolen/
https://www.experian.com/blogs/ask-experian/data-breach-five-things-to-do-after-your-information-has-been-stolen/


  

https://money.com/should-you-freeze-your-credit-after-ident
ity-theft/

https://money.com/should-you-freeze-your-credit-after-identity-theft/
https://money.com/should-you-freeze-your-credit-after-identity-theft/


  

Ely Y (Supplied to her after a Data Breach):

Low-Income And Subprime Agencies Freezes

Clarity Services: https://consumers.clarityservices.com/idv?type=PLACE
_SECURITY_FREEZE

DataX: https://consumers.dataxltd.com/consumerCreditFreeze

FactorTrust: https://www.factortrust.com/Consumer/CreditFreeze/Landin
g.aspx

MicroBilt: https://www.microbilt.com/consumer-affairs#:~:text=To%20req
uest%20a%20security%20freeze,or%20call%20us%20toll%2Dfree

Teletrack: https://consumers.teletrack.com/freeze/

Supplementary Freezes

Innovis:  https://www.innovis.com/securityFreeze/index

SageStream, LLC:  https://consumer.risk.lexisnexis.com/freeze

Utilities Freezes

National Consumer Telecom & Utilities Exchange:
https://www.exchangeservicecenter.com/Freeze/#/

https://consumers.clarityservices.com/idv?type=PLACE_SECURITY_FREEZE
https://consumers.clarityservices.com/idv?type=PLACE_SECURITY_FREEZE
https://consumers.dataxltd.com/consumerCreditFreeze
https://www.factortrust.com/Consumer/CreditFreeze/Landing.aspx
https://www.factortrust.com/Consumer/CreditFreeze/Landing.aspx
https://www.microbilt.com/consumer-affairs#:~:text=To%20request%20a%20security%20freeze,or%20call%20us%20toll-free
https://www.microbilt.com/consumer-affairs#:~:text=To%20request%20a%20security%20freeze,or%20call%20us%20toll-free
https://consumers.teletrack.com/freeze/
https://www.innovis.com/securityFreeze/index
https://consumer.risk.lexisnexis.com/freeze
https://www.exchangeservicecenter.com/Freeze/#/


  

https://www.consumerfinance.gov/consumer-tools/cre
dit-reports-and-scores/consumer-reporting-companies/
companies-list/

Consumer Financial Protection Bureau
A list of the three nationwide consumer reporting companies and several 
other reporting companies that focus on creating consumer reports 

for certain industries.

https://www.consumerfinance.gov/consumer-tools/credit-reports-and-scores/consumer-reporting-companies/companies-list/
https://www.consumerfinance.gov/consumer-tools/credit-reports-and-scores/consumer-reporting-companies/companies-list/
https://www.consumerfinance.gov/consumer-tools/credit-reports-and-scores/consumer-reporting-companies/companies-list/


  https://www.youtube.com/@irsvideos

Informative IRS Videos on YouTube

https://www.youtube.com/@irsvideos


Thank You!Thank You!
Judy & MichaelJudy & Michael

708.762.3259WACItips@gmail.com
Appointment Calendar for Free 15-minute private Q&A session

https://www.picktime.com/WACITips

mailto:WACItips@gmail.com
https://www.picktime.com/WACITips


Group classes for senior living facilities, senior centers, 
senior groups, libraries and park districts as well as 
individual training. For more information please visit:

https://abncparties.com/

https://abncparties.com/
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