
How Scammers Use AI

to Clone Voices

Real cases, the warning signs, and simple steps to protect yourself and the people you love.

Presented by Natalia  Parker

All facts and figures in this presentation are drawn from the FTC, the FBI's Internet Crime Complaint Center (IC3), AARP, and verified news reporting — sources are cited on 
each slide.
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AI MODELS AVAILABLE TODAY



HOW AI CAN BENEFIT HUMANITY



AI RISKS: WHAT EXPERTS ARE WARNING ABOUT



The CEO of Anthropic, the San Francisco company behind Claude, said he thought the industry needed to 

reduce the speed of its work, cautioning Saturday that a swarm of AI agents might be able to take over the 
internet in six months to a year unless companies devoted more time to putting safeguards in place.

1 - Cheated because it was the most 

efficient way to achieve the objective

2 - Agents discovered that they were 

collective and decided to erase the 

evidence that they were cheating

3 - Agents devised the scheme where 

some of them will sacrifies themselves 

(For the greater goood)

4 - None of those agents thought to alert 

humans

5 - Nobody caught them for several 

weeks. 

1 - International agreement defining red 
lines for AI, with strong enforcement 
mechanisms,  meaning actual legal 
consequences, not just company self-
regulation. 
2 - Slowing the pace of development to 
let safety work catch up 
3 - Specific prohibited uses named 
explicitly : AI launching nuclear 
weapons, mass surveillance, engineering 
pandemics, large-scale disinformation, 
and manipulating vulnerable groups like 
children.

https://apnews.com/article/anthropic-ai-threat-bioweapon-russia-00266dca90e4f8853f669648998d3bda
https://apnews.com/article/anthropic-ai-dario-amodei-d59552edcb27892d8ee4d98a48397706
https://www.youtube.com/watch?v=PViyCXTzRIM
https://www.youtube.com/watch?v=2dRjK9Z2j20


AI and Ethics: Core Concerns

https://www.youtube.com/watch?v=6obEaN-ojSI


“MOM! THESE BAD MEN HAVE ME. HELP ME!”

That's what an Arizona mother heard on the phone in 

2023. It was her 15-year-old

daughter's voice — crying, panicked, begging for help.

A man took the phone, demanded $1,000,000 in ransom, 

and threatened harm. In reality, her daughter was safe on 

a ski trip.

Her daughter was safe the whole time, skiing with friends.

The voice was 100% fake — and 100% convincing. Today we'll learn how that's possible,

and exactly what to do about it.
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https://www.youtube.com/watch?v=tJdaOR0j-no


FRAUD AGAINST OLDER ADULTS IS SURGING

$7.7B

lost by adults 60+ to online fraud 

in 2025 — up 59% from 2024

22,364

AI-related fraud complaints to 

the FBI in 2025, totaling ~$893 

million in losses

3,100+

of those AI-fraud complaints 

came from adults 60+, totaling 

over $352 million

3 sec.

of audio is all it can take today to 

clone a person's voice 

convincingly

Source: FBI Internet Crime Complaint Center (IC3), 2025 Annual Report, released April 2026; figures as reported by AARP.org and multiple outlets summarizing the same IC3 report. Confidence: high (primary 
federal data, cross-confirmed).
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HOW SCAMMERS ACTUALLY CLONE A VOICE

A step-by-step look at the process — so you know exactly what you're up against.



SHE CLONED HERSELF — AND FOOLED HER BANK

Wall Street Journal tech columnist Joanna Stern built a full video-and-

voice AI clone of herself — with her own consent — as an experiment.

She then tested the clone on her parents, her sister, and her bank's 

voice-recognition login.

The result:

Her sister was fooled for several minutes on the phone. Her bank's 

voice-biometric system accepted the cloned voice.
“I Cloned Myself With AI”

Joanna Stern, WSJ — April 2023

Source: Joanna Stern, “I Cloned Myself With AI. She Fooled My Bank and My Family,” The Wall Street Journal, April 2023. Confidence: high — first-person account, corroborated by trade press (IAPP) and 
international outlets.
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https://www.youtube.com/watch?v=t52Bi-ZUZjA


S T E P  B Y  S T E P  —  H O W  T H E  S C A M  G E T S  B U I LT

FROM YOUR VOICE TO A FAKE PHONE CALL

2

Clone

That clip is fed into an AI voice-

cloning program, which studies 

the tone, pace, and accent in 

seconds.

3

Generate

The scammer types (or speaks) 

any sentence they want, and the 

AI “speaks” it back in the cloned 

voice.

4

Call

The scammer phones the family 

member and plays the fake 

voice live — usually with a 

fabricated emergency.

Source: FTC Consumer Alert (consumer.ftc.gov, 2023) and Arizona State University AI researcher Subbarao Kambhampati, quoted in KPHO/Gray Media, April 2023. Confidence: high — general mechanism is 
well documented across primary and news sources.
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The scammer finds a short 
audio clip of the target's real 
voice — often from a public 

social media video or voicemail.

Collect

1



T H E  PA R T  T H AT  S U R P R I S E S  M O S T  P E O P L E

A single “Hello?” answering the phone can be enough raw material for a scammer to 

start building a clone of your voice — or your grandchild's.

Where clips come from: 
• Facebook / Instagram videos

• YouTube or TikTok clips

• Voicemail greetings

• Robocalls that get you talking

Source: Subbarao Kambhampati, Arizona State University AI researcher, quoted in KPHO/Gray Media, April 10, 2023. Confidence: high (named expert, direct quote). 9

It used to take a large voice sample. 
Now it takes about 3 seconds.

https://www.youtube.com/watch?v=PyMx4L9mky4


HOW TO VERIFY A SUSPICIOUS CALL

1 Stop and breathe Panic is the scammer's tool. Urgency is a red flag, not a reason to rush.

2 Hang up You are never rude for hanging up on an unexpected emergency call to verify it.

3 Call back on a known number Use the number already saved in your phone, never a number the caller gives you.

4 Ask something only they'd know A shared memory, a pet's name, an inside detail, not something posted online.

5 Loop in another family member Can't reach them directly? Call a sibling, spouse, or friend to confirm.

Source: FTC Consumer Alert (consumer.ftc.gov, 2023); Florida Attorney General Ashley Moody, consumer guidance via myfloridalegal.com. Confidence: high (both are official consumer-protection sources). 15



T H E  S I N G L E  B E S T  D E F E N S E

SET UP A FAMILY “SAFE WORD”

Why it works:
AI can copy how a voice sounds. It cannot know a private word your 

family agreed on ahead of time. A scammer, even with a perfect voice 

clone, will not know it.

How to set one up:

• Pick a word or short phrase as a family, in person

• Make it something you'd never post online

• Make sure every close family member knows it

• If a call doesn't include it, treat it as a scam

A note of caution:

A safe word helps you confirm identity 

— but the strongest step is still hanging 

up and calling the person back yourself. 

Use both together whenever you can.

Source: FTC and Florida Attorney General guidance (verify identity independently); the “safe word” practice is a widely recommended precaution built on that same principle. Confidence: high on the 
underlying verification principle.
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S T E P  B Y  S T E P  —  W H AT  T O  D O  N E X T

REPORTING A SCAM

1
Stop the payment if you can

If money hasn't been sent yet, don't send it,  no matter how convincing the call 

was.

2 Call your bank or card company
If you already sent money, call immediately, some transfers can still be 

reversed or flagged.

3 Report to the FTC

4 Report to the FBI (IC3)

File at IC3.gov, especially for any financial loss,  the FBI's Recovery Asset Team 

can sometimes freeze funds.

5 File a local police report
Creates an official record, even if money was lost, it can support 

investigations.

6 Call AARP's Fraud Watch Helpline 1-877-908-3360, free, confidential support and guidance, for members and 

non-members alike.

Sources: FTC (consumer.ftc.gov/ReportFraud.ftc.gov); FBI IC3 (ic3.gov) and 2025 IC3 Annual Report (Recovery Asset Team); AARP Fraud Watch Network Helpline (aarp.org/money/scams-
fraud/helpline.html). Confidence: high — official sources.
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Go to ReportFraud.ftc.gov or call 1-877-382-4357. This helps investigators 

track patterns.



K E E P  T H I S  S L I D E

Your Scam Resource Card

AARP Fraud Watch

Helpline

877-908-3360

Mon–Fri, 8am–8pm ET — free support & 

guidance

Federal Trade

Commission

ReportFraud.ftc.gov

Or call 1-877-382-4357

FBI Internet Crime

Complaint Center

IC3.gov

File especially if money was lost

Sources: aarp.org/money/scams-fraud/helpline.html; consumer.ftc.gov; ic3.gov. Confidence: high — official sources, phone number and URLs verified against current agency pages. 19



Companies Building Digital Clones

HeyGen Synthesia

With Synthesia, you create a 

consent-verified Personal Avatar by 

uploading or recording short 

videos, which the platform uses to 

build a digital twin—typically 

within 24 hours—that can narrate 

scripted content in over 160 

languages and accents for training, 

onboarding, marketing, and 

internal communications.

D-ID

With D-ID, you can create an 

animated avatar from a preset, a 

single image, an AI-generated face, 

or consent-verified video footage, 

then combine it with a stock, 

uploaded, or cloned voice and a 

script to generate multilingual MP4 

videos or conversational agents for 

marketing, education, customer 

engagement, and virtual-influencer 

use.

Hour One

Hour One’s cloning process records 

several hours of controlled video to 

train an AI avatar that reproduces a 

person’s look, movements, and 

synchronized speech, then delivers 

and licenses the finished digital 

double for uses such as commercial 

videos, with the individual 

compensated for use of their 

likeness.

Sources: Google/blog.google & 9to5Google, June 2026 (Android fake call detection); McAfee.com official product page; Pindrop and Reality Defender per industry comparison (guptadeepak.com, May 
2026). Confidence: high for Google and McAfee (official/multi-outlet); medium for Pindrop and Reality Defender specifics (single comparison-site source; both are established, named companies in this 
space).
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To create a reusable HeyGen 
digital avatar, you film and 

upload clear consent-verified 

footage, after which AI 
models replicate your 

appearance, voice, and 
speaking style into a text-

scripted, multilingual avatar 

for uses such as training, 

sales outreach, 
presentations, and corporate 

communication.
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