Browser Preferences and Extensions

All web browsers let you set preferences or options to control how the
browser looks and operates. They also let you add “extensions” which are
programs that run in your browser to add functionality like the ability to
download videos or save and autofill passwords in forms. Most browser
extensions are free but some have upgrade options.

Each browser lets you change options or preferences but how this is done
and exactly what you can change varies between browsers and between
devices. The extensions also vary between browsers and these are not
available on all devices for each browser.

We will go over how preferences and extensions work on four browsers:
Chrome, Firefox, Safari and Edge and how these work on computers (Mac
and PC). Browser extensions are much more limited on phones and
tablets. There are some limited ways to get around this.

Browser Preferences

How to Open the Preferences Page

On a Mac, there is a menu bar at the top left corner of the screen. The
menu with the name of the program (e.g. Chrome) will have a Preferences
option. All the browsers on the Mac offer this menu to open Preferences.
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You can also open the preferences in the browser window. In Chrome this
is done with the “more” menu in the upper right corner which looks like
three vertical dots and you click on “Settings”:
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You then click on Settings to go to the settings window. This is similar on
the iPad with more limited settings. On the iPhone the “More” button is in
the lower right corner of the screen.
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Firefox is similar but the More” menu is three horizontal lines and you click
on “Preferences”:
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This is similar on the iPad with more limited settings. On the iPhone the

More button is in the lower right corner of the screen.
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In Safari you use the Safari menu and select the Preferences option:
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Safari does not have a “More” menu as a browser button but relies on
using the menus at the top of the Mac screen.

On the iPad and iPhone, you change preferences in the Settings App by
tapping on Safari. The settings are more limited, but you can control your
search engine (Google, DuckDuckGo, etc.), block pop-ups, control the
download location, display the tab bar (on iPad), prevent cross-site tracking
and various other features.

Dave Taenzer 4 December 2020



Edge has a “More” menu with three vertical dots like Chrome:
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This is similar on the iPad with more limited settings. On the iPhone the

More button is in the bottom center of the screen.
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What Options You Can Change

There are many preferences or settings that the browsers have in common:

Home page

Downloads location (folder)

Save and autofill passwords

Save and autofill credit cards

Save and autofill form information
View and edit Passwords

Search engine (e.g. Google and DuckDuckGo)
Warn when visiting fraudulent sites
Website functionality controls

Set default zoom for all websites
Default stylesheet /Theme

Clear Browsing Data (“cache”)
Clear Cookies

Clear History

Display Bookmark Bar

Default zoom for all websites
Default browser

Show search engine suggestions
Warn when visiting fraudulent sites

In addition to these there are many other settings, some of which are
available on only some browsers. For example:

Open pages in tabs instead of windows (Firefox and Safari)
Activate new open tab automatically (Safari)

Prevent cross-site tracking (Firefox, Safari and Edge)
Block all cookies (Chrome, Safari and Edge)
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Viewing and Editing Passwords

All the browser will offer to save passwords for websites and they all have
an option to view this list, see individual passwords and change or delete
them.

In Safari, you select the Preferences option on the Safari menu This brings
up a separate window for the Safari Preference and then you can click the
Passwords button:
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This will ask you to enter your User Password (the only use to log into the
computer).
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After you enter this, you will see a list of passwords. You can enter part of
a website address (URL) in the search window to find it and then click on

the password line to view the password.
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When you select a password, the Remove button also becomes available

to delete the password.
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In Chrome, you use the three vertical dot “More” menu, select “Settings”
(as described above) and then scroll down and click on “Passwords”:
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This shows you various passwords settings and the top and you can then
scroll down to see all the passwords Chrome has saved for you:
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You can click on the “eye” button to view any of the passwords. This will
ask you for your User password that you use to log into the computer.

To the right of the “eye” button is a vertical three dot “More” button that
gives you options to copy, remove or see the details of the password. The
details are displayed in a popup window and you can edit the website
address, username or password.
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In Firefox, you click on the “More” menu (which looks like three vertical
lines) in the upper right corner of the window, select “Preferences” (as
described above). You then click on the lock icon in the left sidebar, scroll
down to “Logins and Passwords” and click on the “Saved Logins....” button:
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This brings up a display of your saved passwords:
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i+ Logins & Passwords
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If you click on a password, it will show you the details and there is a button
to Edit or Remove the password along with an “eye” button to view the
password.
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In Edge click on the three horizontal dots “More” menu in the upper right
corner and select “Settings” as described above. Then click on

“Passwords”
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There are several password options with the saved passwords displayed

below:
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L NN 25t Settings x |+
D) @@ Edge | edge://settings/passwords i 3= &
= Settings Q. search settings
<« | Profiles [ Passwords Q, search passwords
Offer to save passwords a
Sign in automatically .:

If this is turned off, we'll ask you for permission every time before signing in to a website

Show the "Reveal password" button in password fields 0
Selecting this button shows what you've typed. Some sites may override this setting

Saved passwords

Website Username Password
accounts.google.com dtaenzerfgmail.com = sssssssses
Never saved

Sites where you choose to never save passwords will appear here

You can click on the “eye” icon to display the password. This will ask you
to enter your User password that you use to log into the computer. If you
click on the three dot “More” menu next to the “eye” button you will see:

Password

sEsEEEEEEE Details

Ti] Delete

Which lets you edit or delete the password.
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Browser Extensions

Browser extensions are software programs that can be added to a browser
to control the user interface or add functionality to the browser. There are
many types of extensions and they vary from browser to browser and not
all are available on all devices.

Some common types of extensions and popular extensions are:

e Ad Blocking: e.g. AdBlock - hide ads and disable ad popups

e Password Management: LastPass - saves and autofills passwords
e Tab Management: Tab Activate (Chrome) - opens tabs immediately
e Trust Management: NewsGuard - rates websites for reliability

e Translation: Google Translate - translates text to other languages

e Coupons and Price Comparison: Honey - finds coupon codes

e Video Downloading: Video Downloader - downloads website videos

e Screen Capture: Awesome Screenshot - captures screenshots

Each browser has a different way of viewing, adding and removing
extensions.
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Chrome Extensions

The Chrome browser has the most extensions available. To open the
Extensions page, click the More menu in the upper left corner of the
window (the three vertical dots), then click “More Tools” and then

“Extensions’:
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This will display your current extensions:

o e {3 M Extensions X  +
&~ C Y & Chrome | chrome://extensions w ®» e i
i Apps (© SeniorPlanet & Google [ Weather E5 Other Bookmarks

= Extensions Q, Developermode @

Loa®M@npacked Pack extension Update

@] Your browser is managed by your organization

v AdGuard AdBlocker 3.5.23 Consumer Reports 1.5.2
Unmatched adblock extension against advertising See CR product ratings and recommendations
and pop-ups. Blocks ads on Facebook, YouTube

and all other websites.

ID: bgnkhhnnamicmpeenaelnjfhikgbklig

Inspect views background.html |D: abmigknmjdpedgfbfjphohjdocmkapak
Details Remave & Details Remove
.' Don't Close Window With Last Tab 0.9.6 G DuckDuckGo Privacy Essentials 2020.10.21
4.‘ Prevent closing of Google Chrome with the last Privacy, simplified. Protect your data as you
tab, the least intrusive way. search and browse. ***Permissions are to block
hidden trackers lurking everywhere. ***
|D: dinpfhfhmkiebpnllipehimkigdggbhn
Inspect views background.htm| 1D: bkdgflcldnnnapblkhphbgpggdiikppg
Details Remove @ Details Remove
Flash Video Downloader 32.0.1 N Google Docs Offline 1.21.0
E — 2 4

Each extension has a switch that allows you to disable it and a “Remove”
button to completely remove the extension.

To add new extensions, click the “More” button (three vertical lines) in the
upper left hand corner which displays a left sidebar:
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You then click on the “Open Chrome Web Store” which lets you search for
extensions by name, category or function. You can also search:
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If you click on an extension, you see a display like this
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Home > Extensions > AdBlocker - Stop Ads on every Site

AdBlocker - Stop Ads on every Site

Add to Chrome
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And can click on the “Add to Chrome” button which brings up this
confirmation popup window:
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Firefox Extensions

In Firefox, you click on the “More” button (three horizontal lines) in the
upper right corner of the window and then click on “Add-ons”

@y Mmoo FPso0o & =

© dtaenzer@iname.com 3

1 Protections Dashboar

B} New Window 1 #N
GQ’ iﬂg:}@}_ a New Private Window &GP

{==]
-
Zoom - 120% 4+
Edit ¥ 0 B
I\ Library 2 >
=0 |ogins and Pay
: % Add-ons LA
zarch I'm Feeling Lucky S s,
7 Customize...
Open File... ®O
Save Page As... HS
: &% Print... %P
bon neutral since 2007
Q Find in This Page... 3EF
cy Terms Settings More >
Web Developer b
Business How Search works 35 What's New >
(@ Help b

Dave Taenzer 20 December 2020



You will see a display like this and can click on the top button to add in new
extensions:

(& '@' &) Firefox  about:addens g N @O e m =& @ 'a =

Find more add-ons | Q Search addons. mozilla.org

+ .
< Manage Your Extensions ol
# Enabled
P
6 Amazon Assistant o« -
- Amazon's official browser extension. By installing you agree to the Conditions of Use a...
@ Cisco Webex Extension aO -
Join Webex meetings using Firefox ™
@ .“ Disable Ctrl-Q and Cmd-Q @O -

Override the Ctrl-Q and Command-Q shortcut so that you cannot accidentally quit Fire...
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You can then search by typing the in search field and this will bring up
extensions that match your search:

* Add-ons Manager X

e G o &) Firefox  about:addons w iIn @ e = @ 6 =

Find more add-ons = @ ad blocker

w

Personalize Your Firefox £ 3

o

Extensions and themes are like apps for your browser, and they let you protect passwords,
download videos, find deals, block annoying ads, change how your browser looks, and much

’/ more. These small software programs are often developed by a third party. Here's a selection
Firefox recommends for exceptional security, performance, and functionality.
Some of these recommendations are personalized. They are based
(@ on other extensions you've installed, profile preferences, and usage Learn more X
statistics.
@
- A
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Extension Workshop \» Developer Hub & Firefox user 16498460 v

$s Firefox Browser
¥ ADD-ONS

980 results found for "ad blocker"

Filter results Search results
Sort by @ Ghostery - Privacy Ad Blocker 1,170,663 users
Relevance v Recommended
Ghostery is a powerful privacy
Add-on Type extension. Block ads, stop trackers and
All v speed up websites.

% W W1 Ghostery
Operating System

All v

@ AdBlocker Ultimate 1,167,361 users
Recommended

Badging

AN N Completely remove ALL ads. No
“acceptable” ads or whitelisted
advertisers allowed. This free
extensions also helps block trackers
and malware.

AR hhd Adhvoid

You can then click on an extension to get more information and add it to
Firefox:

Dave Taenzer 23 December 2020



@ Google

&« c ‘@ © &2 https:/faddons.mozilla.orgfen-US(firefoxfaddon

B8

- ©

¥ AdBlocker Ultimate - Get ¢ X [ia gl

nooms & =

Extension Workshop . Developer Hub 2 Firefox user 16498460 v

#9 ADD-ONS

Explore  Extensions Themes More... v

Recommended

O

AdBlocker Ultimate
by AdAvoid

Completely remove ALL ads. No “acceptable” ads or
whitelisted advertisers allowed. This free extensions also
helps block trackers and malware.

+ Add to Firefox k

Safari Extensions

1,167,361
Users

N e i

=

9,846
Reviews 4.7 Stars

[
[¥]
\D
(==}

O
—
~J

|
[o2]
(]

[
(=] |0:l
(=T V=1

You can view the Safari Extensions by opening the Preferences from the
Safari menu:

Boo

Safari File Edit View History

9 B Drive

g Privacy Report...
Settings for This Website...
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This opens the Preference window which has an Extension button at the

top:

® Extensions
S = ¥ Q a8 0 & B S
General Tabs AutoFill Passwords Search  Security Privacy Websites Extgnsions Advanced

AmyList Recipe imp.., @ LastPass 4.60.0 from LastPass

LastPass, an award-winning password manager, sav
O Webex Meetings

and gives you secure access from every computer an
Uninstall
@ LastPass \
Permissions for "LastPass™:

U NewsGuard

obile device.

Webpage Contents
3 PocketTube Can read sensitive information from webpages, including passwords, phone
, and credit cards. Can alter the appearance and behavior of webpages.

s applies on all webpages

= Browsing History
Can see when you visit all webpages

More Extensions...

our passwords

¥

You can click on an extension in the left side panel which shows you the
details. You can then click the “Uninstall” button to remove it. If you click
on the “More Extensions” button in the lower right corner or the “Safari

Extensions” in the Safari menu:
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You will see the Safari Extensions window which lets you find and add
extensions:
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You can enter a search string in the upper left and then click the “Get”
button to install an extension.
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Edge Extensions

In Microsoft Edge, you use the “More” button in the upper right corner
(three horizontal dots) and then click on “Extensions”:
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This brings up the Extension display:

r
5% Settings X {3 Extensions x | B® Microsoft Edge Ac x | () AdBlockisnowin: x | +
) @ Edge | edge://extensions 3% O 3= :.
= Extensions Q_ search installed exte...
@ 0 Personalize your browser with extensions
X
A ‘ Extensions are simple tools that customize your browser experience and offer you
o @ more control. Learn more
Installed extensions
From Microsoft Store
0 AdBlock — best ad blocker Q
Block ads and pop-ups on YouTube, Facebook, Twitch, and your favorite websites.
Details Remove
Find new extensions
e
Can't find what you're looking for? You can also get extensions from the Chrome Web Store.
A

This shows you the extensions you have already added to Edge and has a
“Get extensions for Microsoft Edge” button to add more. Each extension
has a “Details” and “Remove” button along with a switch to disable the
extension.

If you click the “Get extensions for Microsoft Edge” button, it takes you to a
display of extensions with a search area:

Dave Taenzer 28 December 2020



r
] ] 0% Settings ® | {3 Extensions x @ B® MicrosoftEc x | B® Microsoft Ed X | () AdBlockisrn x | -+

“— ) Oy https://microsoftedge.microsoft.com/addons/searchfad%... 3% () 3= -

4 Menu - All Microsoft - Signin {2, ]

B Microsoft | Edge Add-ons ™

y

O\ ad blocker x

Search results for "ad blocker" &3 extensions

Adbear fiercely protects you from ads and scams. Relentless ad...

AdHalt Ad blocker

Adhalt ad blocker - make the web cleaner!

Adbear Ad blocker /
% % % 77 ¥r (2) | Adbear ad blocker software “

o
o

AdBlock — best ad blocker
% % % % ¥ (456) | BetaFish Remave

Block ads and pop-ups on YouTube, Facebook, Twitch, and yo...

You click the “Get” button to add the extension to Edge. In this case, one
of the installed extensions is found which offers a “Remove” button to
remove the extension.
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Browser Extensions on the iPhone and iPad

The web browsers on the iPhone and iPad do not directly support adding
extensions in the way that browsers on computers do.

You can add apps to your iPhone or iPad that work with Safari to add
functionality. There are also many built in functions in the mobile Safari
browser, like blocking popups. This article is a good overview:

https://www.lifewire.com/how-to-use-safari-extensions-on-iphone-or-i
pod-touch-4103650

Firefox on android phones supports extensions but the other browsers do
not support extensions directly. | do not have personal experience with
this. This article is a good overview:

https://www.tomsguide.com/us/best-android-browsers,review-6448.ht
ml

There are indications that more browsers on portable devices will support
extensions in the future but this is very limited now.
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